
Source-Modal References Source-Modal Proxies Target-Modal Queries Target-Modal Proxies Adversarial Example Adversarial k-dist

(a) Vanilla Attack (c) Our Proxy Targeted Attack(b) Vanilla Attack with Multiple Targets
ASR: 29.4% ASRD: 64.8%ASRD: 7.2%ASR: 87.1%ASRD: 5.5% ASR: 82.9%

Illusion Illusion

I will align this adversarial image with “A 
photo of an elephant” in the embedding space 
to attack text-to-image retrieval task.

adversary

user 1

user 2

“A photo of 
an elephant”

“A walking 
elephant”

…

…

top-1

top-37

Attack Success! (exact query)

Attack Fail!

adversary

“A photo of an elephant”

“A photo of a cow”

“A photo of a bird”

“A photo of a dog”

“A huge elephant”

“A lit bomb”

“A flying bird”

“A barking dog”

Attack Fail!
Attack Success! 
(exact prompt)

I will align this adversarial image with “A 
photo of an elephant” in the embedding space 
to attack classification task.

(a) Text-to-image retrieval task (b) Classification task 
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